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This Washington.Stadent Data Privacy Agreement (“"DPA™) is'entered info by and between the
Enumciaw School District (hereinafier referred to as “LEA™).and Active Infernet Technologies
dba Finalsite (hereinafter referred to as “Provider”) onr August 9,2019. The Parties dgree to the
terms as-statéd hevefin,.

RECITALS

WHEREAS, the Provider has agreed to provide tie Local Education Agency (“LEA™) witli cértain
digital educational services (“Services™) pursuant to a contract dated August 9,2019 (“Service
Agreement”); and

WHEREAS, 'in order to provide the:Services described in the Service Agreement, the Provider
may receive or create and the LEA may provide documents or data that are covered by several
federal statutes, among them, the F amily Educational Rights and Privacy Act ("FERPA™) at 20
LLS.C. § 1232g (34 CFR Part 99), Children’s Onlirie Privicy Protection Act (“GOPPA™), 15
U.8.C: § 6501-6506; Protection of Pupil Rights Arnendment (“PPRA™) 20 U.S.C. § 12324; and

WHERFAS, the documents .and data transferred from LEAs and created by the Provider’s

Services ate also subject to several Washington State privacy laws, including Student User Privacy

inEducatienRights {“SUPER™) 28A.604.010 ef seq;, ds well as RCW 19.255.010 er seg, snd RCW
42.56.590,

WHEREAS, for the purposes. of this DPA, Provider is & School Official with legitimate
educational interests i accessing educational ‘records and berforming: Services plirsuant tothe-

Bervice Agresment; and

'WHEREAS, the Parties wish to enter iiito this DPA 10 erisure. that the Service Agreement

corforms to the requirements of the privacy laws referred to-above and to establish implementing
procedures and duties; dnd

WHEREAS, the Provider may, by sigring the *Genéral Offer of Privacy Tetms”, agree to allow

bther LEAS in Washington the opportunity 1o accept and enjoy the benefits of thisg DPA for the.

Services described herein, without the need fo. negotiate terms in a separate DPA,

NOW THEREFORE, for good and valuable consideration, the parties agree as follows:

ARTICLE I: PURPOSE. AND SCOPE

1. Purpoge of DPA, The purpose of this DPA is to describe the duties and responsibilities to
protect. student data transmitted to Provider ffom the LEA pursuant to the Service.
Agresment, including compliance with. all appli_cabl_e statues, inclpdin_g.'- the. FERPA,
PPRA, COPPA, SUPER and ofher applicable Washington State laws, all as' may be
amended from time to time. In performing these Services, the Provider shall be considered
2 School Offficial with a legitimate educational‘inferest, and performing services.otherwise




I,

pravided by the LEA. With.respect to the'use and maintenance-of Student Data, Provider
shall be under the direct. control and supervision of the LEA,

Naturs of Services Piy

educational products and Servicas described below ‘and: as may be firthér ouilip) in
Exhibit “A> attached hereto:

vided. The Provider fias agreed to provide the following: digital

SchoolMessenger Notification Services.

Student Data to Be Provided: In order to perforh the Setvices described in the Service
Agreement, LEA shall provide the categories of data described below or as indicated in the
Schedule of Data, attached hereto as Exhibit “B":

[Described in Exhibit.“B")

DPA Definitions, T he definition of terties used in this DPA is found in Exhibit 2 attached
hereto. In the event of'a conflict, definitions used iri. this DPA, shall prevail ovet tero used
in the Sérvice Agreement,

ARTICLE II: DATA OWNERSHIP AND AUTHORIZED ACCESS

Student Data Property of LEA, All Student Dats transmitted t the Provider pursuant to

the Service Agteement. is.and will coninue to be the property of and under the control of
the LEA. The Provider further acknowiedges and agrees that all copies of such Student
Data transmitted to the Provider, including any miodifications or additions or any portion

thereof from any source, are subject to the provisions of this DPA i the same manner g5

the original Student Data, The Parties agree that as between them, all rights, including all

intellectual property riglits in and to Student Datg contemplated per thi¢ Seivice Agreement

shall remain the exclusive property of the LEA, For the purposes of FERPA, the Provider

shall be-considered a School Official, under'the contrsl and direction of the LEAs as it

pertains: to the use of Student Data notwithstanding ‘the above. Provider nay transfes

student-generated content to .a separate account, according to the procedures. set forth

helow,

Parent Access: LEA shiall establish reasonable: procedures by which a parent, legal
guardian, or eligible student mey review Student Data in the student’s records, correct
erroncous information, and procedures for the transfer of student-generated content to a
persenal account, consistent with the furictionality of Services: Provider shall respond ina
timely manner (and no later than 45 days from the date of the:request) to the LEA*S_-request
for Student Data in a:stadent’s records held by the Providet to view-of.cotrect a8 necessary,
In the. event that a parent of a student or other indiyidual contacts the Provider to review
any of the Student Data accessed pursuant to. the Services, the Provider shall refer the parent
or individual to the LEA, who will follow the necessary and proper. procedures regarding
the requested information, '




- Beparate Account. If Student Gene ated Content s stored.or maintained by-the Provider

as part of the Services described in Exhibit “A”; Provider shall, atthe request of the LEA,

transfer said Student-Generated Conteiit to & separate student-account: upon tefmiingtion of
the Servise Agreeient; provided, however, such transfer. shall only apply to Student

Generated Content that is seversble from the Setvices.

- Third Partv Request: Should 4 Thisd Party, including law enforcement and government

entities, contact Provider with g request for data held by the Provider pursuarit to the
Services, the Provider shall redirect the Third Pariy to:request the data directly from the
LEA. Provider shall notify the L EA in advance of 2 tompelled disclosure to a Thirg Party
uriless legally prohibited,

. ‘Subprocessors. Provider shall enter into writlen agreéments with alj Subprocessors

performing functions putsuant to the:Service Agreeivient, whereby the Subprocessors agree
to protect Student Data ina manner consistent with the terms-of this DPA.

ARTICLE Xil: DUTIES OF LEA

- ‘Brivacy Compliance LEA shall provide data to Pravider for the purposes of the Service

Agreement in compliance with FERPA, COPPA, PPRA, SUPER and all other Washinggon
pivacy Statutes,

. Aninuzl Notifi of Rights. Ifthe LEA has.a policy of disclosing education records

under 4 CFR.§ 99.31 (a)(1), LEA shall iticlude.a specification of criteria for defermining
whio constitutés a School Official and what constitutes a legitimate educational intérest in
its annual notification of rights,

- Reasonable Precautions. LEA shali take réasonable precaitions to secure userhames,

passwords, and any other means of gaining access to'its computer’systems, Services and
hosted-data.

. Unagth Access Notification. LEA Shall notify Provider promptly of any known or

suspected unauthérized: access. LEA -will assist Provider in any efforts by Provider 1o

investigate and resposd to:any unauthorized decess,

ARTICLE IV: DUTIES OF PROVIDER

» Erivacy Compliance. The Provider shall comply with all applicable state and federal laws

and regulations pertaining to data ptivdcy and security, including FERPA, COPPA, PPRA,
SUPER and all other Washington privacy statutes,

- Authorized Use. The data'shared pursuant to. the Service Agreement, including Persistent

Unique Identifiers, shall-be-used for no purposeother'than the Services stated in the Service
Agreement -and/or otherwise -aythorized under the statutes referred to in subsection. (1),
gbove.




3. Employee Obligation. Provider shall requive. all officers, employees and agents

(incl'udhg,"but not limited to, Subprocessors) who liave accessto Studént Datato boiﬂp’ly
with all applicable provisions of this DPA with respect-to. the data shared under the Service
Agreement.

- No Diselosure, De-idesitified information‘may be vsed by the Provider for the putposes of

development, research, and improvement of educational sites, Setvices,.or applications, ay
any other memiber of the public of party would be able to. use de-identified data pursuant
to'34 CFR 99.31{b). Provider agrees tiot to attemptio re-identify de-identified Studerit Data
and niot to transfer de-ideritified Student Data to any party unless (a) that party agrees in
writing not to attempt re-idenitification, and {b) prior wriften notice hias begn given to LEA,
which has provided prior weitten consent for such transfer. Providér shall not copy,

feproduce or transmit any data obtained under the Sprvicc&gt;eement_and/qr any portion

thereof, except as necessary-to fulfill the Service Agreenient.

- Disposal of Data. Upon request, Provider shall dispose of or delets all Student Data

obtained undef the Seivice Agreement when it is no longer needéd for the purpose for
which it was obtained. Disposal shall include (1) the shredding of any hard copies. of any-
Student Data; (2) Erasing; or (3) Otherwise modifying the personal inférmation in ‘those
records to make it unreadable and/or indecipherable by humar or-digital means, Nothing
in the Service Agreement authorizes Provider to-maintain Student Data obtaitied under tie.
Setvice Agreement beyond the time period reasonably needed fo complete. the disposal,
Provider -shall provide written notification to LEA -when the. Stodent Data has been
disposed. The duty to dispose of Student Datg 'shall not extend to data that has been de~
identified or placed in a separate Student account, pursuant to the other terms of the DPA.
The LEA may gtploy a“Request for Return or Deletion of Student Data™ form, a copy-of
which is attached hereto. as Exhibit “D7). Upon receipt of a request from the LEA, the
Provider will provide:the LEA with any specified portion of the Student Data within ten
(10) calendar days of receipt of said request.

a. Partial Disposal Daring Term of Service. Agreement. Tiroughout the. term of
the Seivice: Agréement, EA may request partial disposal of Studerit Data obtained
under the Service Agresment that is.no longer needed. Partial disposal of data shall
be subjectto LEA s request 1o transfer data foa Student Genératéd Content sccoust
pursuant to Aricle LI, section 3, above. The LEA may also request that specific

Student Data-be returned to the LEA.

b. Complete Disposal Upon Termination of Sewi;ce-Agreemqnf.‘Upon termination:
of the Service- Agreement Provider shall dispose of or deleté 4ll Student Data
obtained under the Service Agreement. Prior to disposal.of the-data, Provider shall
notify LEA of its option. to transfer data to a Student (Generated Content account
pursuant to Asticle II, section 3, above, or to other atcounts as may be designated.
by the LEA. In no event shall Provider dispose of data. pursuant to this provision




unless and until Provider has received affirimative written confirmation from LEA.
that data will not be‘transferred to a separate account,

¢ Pre-termination Data Disposal Meeting, In addition & the foregoing
réquireiments, the LEA thay request jn w iting that Provider participate ina meeting
to discuss disposal of the Student Data prior. to_ termination of the Service
Agreeritent, '

6. Advertising Probibition. Provideris prohibited from using or selling Studertt Data to {ay

market or advertise to students or families/guardians; (bY inforin, inflience, or enable
marketing, advertising, or other commercial efforts by & Provider; (c) develop a profile of
a Student, family member/guardian or -group, for any commercial purpose other than
providing the Service to LEA; or (d) use the Student Diata for the developnient. of
commercial products or Services, other than as necessary to provide the Service to LEA.
‘This sectiofr doés not prohibit Provider from -using Student Data for adaptive learning or

customized stugdent learning purposes:

ARTICLE V: DATA PROVISIONS

. Data Security. The Provider agrees to dbide by and maintsin adequate ddfa security

nmieasures, consistent with industry standards and techniology best practices, to protect

[y

Student Data: from nnauthorized disclosure or acquisition by an unauthorized person. The
genéral security duties of Provider are sét forth below. Provider may firther detail its
security programs and measures in Exhibit “F” attachied hereto. These meastres shail
include, but are not limited to:

a. Passwords and Employee: Aciess. Provider shall secure 1isernames, passwords;
and any other means of gaining access to the Services or to Student Data, at a level
suggested by the applicablé standards, as set.forth in Article 4.3 of NIST 800-63-3.
Provider shall enly providé accessto. Student Data to employees, contractors and/or
Siszmcesso:s_that-,are-—perforrm’ng_ the-Services. Employees with-access to Student
Data shall have signed confidentiality agreements regarding said Student Data, All
employees with access-to Student Records shall be subject to criminal background
checks in compliance with state snd local ordinarices. '

b. Desiruction of Data. Provider shall destroy or delete zll Student Data obtained
under the Service Agreement when it is'no longer needed for the purpose for which
it-wis. obtained or transfer said data o LEA or LEA’s desi_gnee-,-_according to-the
procedure identified in Article IV, sectioni 5, above. Nothing in - the Sefvice
Agreetiient atithorizes Provider to maintait Student Data beyond the time. period
Teasonably needed to complete the disposal work authorized under the Service
Agreement,

¢. Security Protocols. Both parties agree to maintain security protocols that meet
industry standards in the tfansfer of transmission of any-data, including ensuring
that data' may only be viewed or accessed by parties legally allowed to do so.
Provider shall. mainfain. all data obtained or gencrated. pufsusint to: the Service
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Agreement in a secure. digital environment and not"copy? Teproduce, or transmit:
«data obtdined pursuant to the Service Agreément; except.as necessary to fulfil] the.

‘purpose-of data requiests by LEA,

- Employee Training. The Provider shall provide periodic security training to those:

of its employees- who operate or who are authorized to dccess. the. Provider’s
‘computer §ystenis‘and/or the Student Dats. Further, Prdvid{:r-.shal{ provide LEA
with cotact information of an employee who LEA may cantact if there are any
security doncerns or quéstions.

Mobile Use of Student Data, Provider shall ensurethat any and aH mobile devices
of any type (including, bat not limited 1o, laptops, tablets, and phones), which are
used for access to; storage or analysis of Student Data by Provider’s employess,
contractots and/or Subprocessors shall be protected by industry standard encryption
to prevent unauthorized access by thicd parties. Provider shall also implement a
Bring Your Own Dévice ("BYOD”) pelicy for its.own employees, which requires-
them to use physical and technical safeguards against third party access to the.
device, and'a copy of that BYOD policy Shall be provided to LEA as part of Exhibit
F to this DPA. Provider shall ensure that all contiactors and/or Subprotessors
implement BYOD policies, which provide for substantially the same- level of

secutity for fiiobile devices gs are provided by Provider’s BYOD poliey.

Security Technalogy. When the Student Data is dccessed using a supported web
browser, Piovider shall employ industry standard measures to protect data frorn
unauthorized agcess. The service security ineasures shall include server
suthentication and data encryption, Provider shall host data pursuant to the Service
Agreement.in an environment usirig a firewall that is updafed according to indisstry
standards.

Security. Coordinator. If different froni the desighated representative Identified in
Articte VII, section 5, Provider shall provide the name and contact information-of
Provider’s Secutity Coordindtor for the Student Data received pursuant o the
Service Agrédement,

Subprocessors Bound. Piovider shall enter into written -agreements’ whereby
Subprocessors agres to. secure and protect: Student Data in 4 manner consistent with
the terms of this. Article V. Provider shall periodi¢ally {no less than serhi-afinually)
conduct or review compliance monitoririg ‘and assesstiients of Subprocessors to
determine their compliance with this Article.

Periotlic Risk Assessmient. Provider further acknowledges and agrees-to conduct
digital and physical périodic (no less' than semi-annual) risk essessments and
remediate any identified security and privacy vulnerabilities ih a imely maner. In
the event that the térm of the. Service Agreement is anticipated to. be longsr than
two (2):years, Provider shell provide written confirmation to the LEA that a third




party has conducted a risk assessment analysis of Provider’s computer Systems.at
some point during the term of the Service Agreement.

Compliaiice Audit. LEA shail have the righit but shail be under fio obligation to

conduct andit(s), from time to time, of Provider*s records concerning its compliance
obligations as set forth in this Articie V. Provider shall inake such fecords and other

-documertts available.to LEA upoti request.
2, Dsta Breach. In.the event that Studerit Data is acéessed or obtained by -an unauthorized
individual, Provider shall provide notification to LEA immediately following discovery of
the incident, Provider shall follow the following process:

a. The security breach notification shall be written in plain lariguage, shall be titled

“Notice of Data Breach,” and,shall pregent the information described herein under

‘the” following hieadings: “What Happehed” “What Information Was Involved;”

“What We Are Doing,” “What You Can Do,” and “For More Information.”
Additiona] information may be provided as a supplement to the notice.

- The security breach notification described above in-section 2(a} shall include,-at 2

minimum, the following information;

i. The name and contact itiformation of the reporting Provider subjectto this
section,

i. A list of the types of Student Data that were or are reasonably believed to,
have been the subject of 4 brsach. '

iii, Ifthe informatios is possibleto determine at the time the notice is provided,
then gither (1) the date of the breach, {2) the estimated date of the breach,
or (3} the date range within whicki the breach occurred, The notification:
shall also include:the date of the notice.

iv. Whether the notification was. delayed as a result of a law enforcement
investigation and the law enforcement agency determined that notification
would impede a ciiminal investigation, '

V. A general degeription of the'breach incident, if that information is possibile

to determine at the time the notice is provided.

- At LEA’s disérétion, the security breach notification, may- also. include any of the

following:

i, Information about what the Provider has.done to protect individuals whose
information has been breached..
fi. Advice on steps ihiat the person whose infottmation has been breached may

take to protect himself or herself,

d.. Provider agices fo adhiere to all requirethents in applicable state ‘and federal law

with respect {0 a data breach related 1o the Student Data, including, when
appropriate or fequired, the fequired responsibilities and proc¢edures for notification
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and mitigation of any. such.data breach.

Provider fyrther acknowledges and agrees fo have a wﬁitten-incidentrcsponse‘, plan
that feflects best praciices and is consistert with industry standards and federal arnid.
state Jaw for responding to-a data breach, breach of security, privacy ingident or
unauthorized acquisition or vse of Student Dats or any portion thereof, including
personally identifiable information and agrees to provide LEA, upon reguest; with
a copy of said written ineiderit response plan,

Provider is prohibited from directly contacting parent, legal guardian or eligible-
‘stizdent unless expressly requested by LEA. IFLEA requests Provider’s assistance
providing notice of unauthorized access, and such ‘assistarice is not unduly
burdénsome to Provider, Provider shall notify the affected parent, legal guardian or
eligible. student of the unathorized, aceess, which shafl include the information
listed in subsections (b} and (c), abgve.

In the event of a breach originating from LEA’S use of the Servite, Provider shall
cooperate with LEA to the exterit necessary to expeditiously secure Student Data.




1, Indemuity, Providershall defend, indemnify and hold harmless the .EA,, its officers, directors,
smployees, agents and assigns (the “Indemnitees™ from and against any and all losses, damages,
linbilities, deficiencies, actions, judgments, interest, awards, penalties, fines, costs or expenses of
whatever kind, including reasonable attorneys’ fees, the cost of enforcing any. right to
indenmification hereunderand the cost of pursuinig any insurance catrier, arising ouf of or resulfing
fromt anty third-party claim against the Indemnitess arising out of or resulting from Provider’s.
Hailure. to comply-with any of its Shligations utider this DPA. Provider's duty to defend arid.
indefrnify the LEA includes any and all claims and causes of action whether based in tort, contract,
-statufe, or-equity. Provider agrees that it.shall be obligated 16 acoept any tender of deférise by the
LEA pursuant to'this DPA and provide a full defense-to the LEA so.long as any potential exists.
for Provider to have an obligation to indernify the LEA for any pait of any potential judgment
against the LEA, '

‘Provider’s deferise and indemmity obligations herein are interided to provide for the broadest
indemtity rights available under Washington law and shall survive'the termination of this DPA.
To the extent Provider's defense and indeinnity obligations as-set forth in this DPA conflict with
the terms of the Service Agreement, the defense-and indemnity provisians set forth herein shall
confrol.

ARTICLE VII- GENERAL OFFER OF PRIVACY. TERMS'

Provider may, by signing the attachied Form of General Offer of Brivacy Terms (General Offer,
attached herefo as Exhibit “E"), be bound by the-terinis of this DPA to any other LEA who signs
the acceptance on in said Exhibit. The Form is limited by the terms -and conditions described
thereit.

ARTICLE VIII: MISCELLANEOUS

1. Term. The Provider shall be bound by this DPA for the duration.of the Service Agreement
or so:long as the Provider maintains any Studerit Data, Notwithstanding the foregding,
Provider agrees to be bound by the tetinis.and obligations of this DPA for a'period of three
(3) years, or s0 long as the Provider performs services ynder this Agreement, whichever
shail be longer.

2. Yermination. In the event that cither party seeks to terminate this DPA, they may-do so
by mutual writtch conseént so long as the Service Agreement has lapsed or has been
terminated. LEA shall have-the right to terminate the-DP A and Service Agreement in the
event of a material breach by Providet, its employées, or agerits.of the terms of this DPA.

3. Effectof Termingtion Survival. If the Service Agreenient is terminated, the Providershall
destroy. all of LEA®s data pursuant to Article V, section 1(b), and Article II, section 3,
above,

4. Priority of Agreements: This DPA ..shaj'l_'g'ove'm the treatment of Student Data in order to
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comply. with ‘privacy. protections, -including those found in FERPA and l! applicable
privacy statutes idenitified in this DPA. I the event there is conflict between thie DPA and
the Service Agreement, the DPA shal] apply-and take ‘precedence. No indemmnification
provisions granted by the LEA, in the Service: Agreement shall be effective as to g breach
of the terms of this DPA by the Provider, Except as described in'this paragrdph herein, alj
other provistons of the Service Agreethent shall remain in effect,

5. -Nefice. All notices or other commiunication required or permitted to be given lereunider
must be_in writing and given by personal delivery, or e-mail transmission (if contact,
information is provided for the- specific mode. of delivery), or first class mail, postage
Prepaid, sent to'the desighated representatives before: ‘
a, Designated Representatives

The desighated representative for the LEA for this DPA is:

‘Name: Chris Beals.
Title: Deputy Superintendent _

Contact Information;
Enu w Sc Distri
2928 McDougall Ave,

Erumelaw, WA 98022

The designated representative for the Provider for this DPA is:

Nemie:  Jim Calabrese
Title; Chief Financial Officer

Coritact Information: _

Active Internet Technologies dba Finalsite
655 Winding Brook Drive

Glastonbury -CT 06033

b. Notification of Acceptance of General Offer of Terms, Upon execution of Exhibit
E, General Offer.of Terms, Subscribing LEA shall provide notice of such acceptance
in writing and given by personal délivéry,_’o_re.-mailﬁ'an,smisslign-{if contact information
is provided for the $pecific mode of delivery), ot first class mail, postage prepaid, to
the designated representative below.

1n




The designited representative for fhe notice of acceptanice of'the General Offer of Privacy Terms
is

Name: Jim. Calabrese
Title: Chief Finance Offjcer

Contact Information:

Active Inteet Technologies dba Finalsite
6335 Winding Brook Drive

Glasfonbury CT 06033

6. Enfire Agreement. This DPA. constitutes the entire agreement of the parties relafing 1o the
subject matier hereof: and supersedes all prior communications, representations, or
agreements, oral ‘or written, by the parties relating thereto. This DPA may be amended and
the observance of any provision.of this DPA may be waived (cither generally or inany
particular instan¢e and either rétroactively of prospectively) only with the sighed writtén
conserit of both parties, Neither failure nor delay on the part of any party:in’ exercising any
right, powet; or privilege heréunder shall opératé-as a watver of such tight, nor shal] any
siigle of pariial exercise of any such tight, power, orprivilege preciude any fiuther exercise
thereof:or the exercise of any other right, power, or privilege.

7. Severability, Any provision uf this- DPA that is prohibited or unenforceable in any
jurisdiction shall, as to such Jurigdiction, be ineffective to the extent of such-prohibition or
unenforceability withotit invalidatitig the remsining provisions of this DPA, and any such
prohibition. or unenforceability in any jurisdiction. shall not ivalidste or render
unénforceable sucly provision in any othér jurisdiction. Notwithgtandirig the foregoing, if
stich provisiont could be more narrowly drawn so as not to be prohibited or unenforceable
in suck jurisdiction while, at the same time, maintainig the intent of te.parties, it shall
as to such jurisdiction, be so narrowly drawn without irivélidafing the remaining provisions
of this DPA or ‘affecting the validity or enforceability of such provision in ady: other
Jjutisdicticn. ‘

8. Governin ivenueand Jurisdiction, THISDPA WILL BE GOVERNED BY AND
CONSTRUED IN ACCORDANCE WITH THE LAWS OF THE STATE OF
WASHINGTON, WITHOUT REGARD TO CONFLICTS OF LAW PRINCIPLES.
EACH PARTY CONSENTS AND 'SUBMITS TO THE. SOLE AND EXCLUSIVE
JURISDICTION TO THE STATE AND FEDERAL COURTS FOR THE COUNTY IN
WHICH THE. LEA IS LOCATED FOR ANY DISPUTE ARISING OUT OF -OR
RELATING TO THIS SERVICE AGREEMENT OR THE TRANSACTIONS
CONTEMPLATED HEREBY.

9. Authority, Provider represerits that it is authorized to bind to the terms of “this DPA,
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including confidentiality and destruction of Student Data and any portion thereof contairied
therein, all related or associated institutions, individuals, employees or contractors, who
may have access to the Student Data and/or any portion thereof, of may own, lesge or
confrol equipment or facilities-of any kind where the Student Data and portion thereof
stored, mairitained or used in any way. Provider agrees that anty purthaser of the Provider
shall also be bound to the Agreement.

18, Waivey. No :defay or omission. of the LEA to exercise -alty right liereunder shal]' be
construed as.a- waiver of any stch right and the LEA reservésthe tight to exercise any such
tight from time 1o time, as often:as may be deemed-expedient.

11, Successors Bownd. This DPA is and shall be binding upon Provider’s respective

successors in inferest in the event-of a.merges; scquisition, congolidation or pther Business
reorganization or sale of all or substantially all of the assets of such business,

[Signaiure Page Follows]
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IN WITNESS WHEREOF, the parties have executed this Washington Student Data Privacy
Agreemgnt as of the last day noted below.

|
Active Int noiogies dba Finaisite

BY: / \ Date: /\)\Jﬁ "y ] Ol G
l_/‘-f-&._. ( '

Printed a-yé: Jim Calabrese Title/Position: Chief Finance Officer

Address for Notice Purposes:

655 Winding Brook Drive
Glastonbury CT 06033

Enumclaw School District

Date: C. /% ,9

Printed NamMitlemosmon%’ﬂé‘aM

2929 McDougall Ave.
Enumclaw, WA 98022

Note: Electronic signature not permitted,
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Exmn‘ AN
DESCRIPTION OF SERVICES

[INSERT DETAILED DESCRIPTION- OF'PRODUCTS AND SERVICES HERE, iF MORE
THAN ONE PRODUCT OR:SERVICE IS INCLUDED, LIST EACH PRODUCT HERE. SOME
COMMON EXAMPLES INCLUDE TEACHER ASSESSMENT TOOL, CLASSROOM
MANAGEMENT, INTERACTIVE EDUCATIONAL GAMES,. INTERACTIVE LESSON
PLANNING, CLASSROOM MESSAGING APP, INTERACTIVE WHITEBOARD. ]

Type of Product or Service 1 Name of Product or Service: #  Description of Product.or
. 7 -' Setvice
o5 Math Curricubum. W Premade math lessons
A developed by subject matiey
experis for all school levels




Applicdtion.
Techinology Mata
Datz

EXHIBIT “B*

SCHEDULE OF DATA.

TP Addrasses of users; Lse:
of cookies-ete,

‘Other application
tcchnalogy mcm data-

Enrgliment

Obst;muon data

Oﬂm asseesmem datn-

Studené school {datly) -
attendance data

‘Btudent class.attendance

Smdent sehoo] enrollment

Student grade levei

Homeroom

Guidance. counselor

Spécific curdcufum

%@mﬂ ion

Other enrolfment
ififormation-Flease

Pan:ut ID number {ore (mated

'-‘“'s;‘

Bt

fo link ai'cntsto sh.ldents

Onrline: a.ommumcaﬂm.
that are caphued {cmails,

blog entnes) _

RITAESTRE

Demographics-

“Date of Birth

Plice.of Birth

Gender

Ethnicity-orrace

Lanpuage information
(neitive; preferred or

primary ianguage spoken
by student)

Other demographic
information-Pleage:
specify:

‘ E@_ i ish Iaﬁguage lém .
hformution

Low income status

Medical alerts /health datn

|"Student disability

informiation

Specialized zdt education
services (TEP or-504)

Special Indjcator

Living situations
sl ess/foster care)

“Other Indicator
itformation-Please
spcify:

Student Identifiers

1T
Local (Schaol dlstnt:t) mn

number
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State IE number

Vendor/App assigne assigned
student TD. fumbsej

Smdmt app username .

2Fa
‘ performance(typlng

Student In App program-student types 60
Petformance wpm, feading prograni-

studept reads bielow grade

level

[ERS

Academic or
Studlent, Program extraciificular activities a
Membership. studmt way belong to or

ic in

Sm:leni-mspmses'zt;

suhmg_r_gg_mhonnalm
ST Treoy I

R

Studant generated.content; T

wriling, pictures ste,

Cther, smd'ent warb_': dafa «

Studmt conrse: mﬁlﬁ

Student course data

Student course
_ggadas/pelfomancc scores

Other transcript data -
Please specify:

Transportation

1 Studeit bus assi t

Student pick-up and/or
drop off location

Stident bus card 1D
nignber

Pleabe list each additional
data element used, stored
or.collected by your

spplidation

Ne Student Data Coliocted at this time __X___

*Frovider shall tivimediately wotify LEA if this
designation is rio longer applicable,

—— e e et e —

17



EXHIBIT “{*
DEEINITIONS.

ACPE (Association for Computer Professionals it Education): Reférs to the membership-
organizgtion. serving -educational IT professionals i the States of Okegon and Washington 1o
promote:general recognition of the roie of IT professionals in educational institutions; improve.
rietwork and. computer services; integrate emerging technologies: encoyrage appropriate use of
z'nfonnaﬁ,bn-technolo'gy fortheimprovement of education and support standards whereby common

interchanges of electronic information can be accomplished efficiently and effectively.

‘Educational Records; Educational Records are official records, files and dats diréctly related to:
a.student and maintdined by the:school or local education agency, including but not timited fo,
records encompassing all the material kept in the student’s cumujative folder; such as general
{dentifying data, records of attendance and of academiie work completed; records of achievement,
ahd resilts of évaluative tests, hialth datd, disciplinary: $tatus, test protocols and individualized
education programs.as identified by Washington Compact Provision 28A.705.010. The catégories

of Educational Records. under Washington law are 4lso found in Exhibit B. For purposes of thig

DPA, Educational Records are referred to-as Student Data,

De-Identifinble Information (DI_I)_:':Dé-Identiﬁcaﬁon,;refers_ f0.the process by which the Vendeor
removes or obscures any Personally Identifiable Information (“PII”) from student records'in a way-
that removes o niinimizes thie risk of disclosure-of the idenitity of the individual and information

about them,

Indirect Tdentifiers: lndireclt identifiers include. informdtion that can be combined with other
information to identify specific individuals, inchiding, forexample; & combination of gender, birth
date, geographic indicator {e.g., state, county) and othet destriptors.

NIST: Draft National Institute of Standards and Tethinology ("NIST”) Special Publication Digital
Authentication Guideline,

Operatoi: The term “Opetator” means the opetator‘of an Interiiet Website, online service, online
application, or mobile application, with actual knowledge that the site, service, or application is
used primarily for K~12 school purposes and was designed and marketed for K-12 schopl
purposes. For the purpose of thé Data Privacy Agreement, the terin “Operator” is teplaced by the
term “Provider.” This ferm shall encompass the term “Third Party,” as it is found in applicable
state statutes,

Persistent Unique Identifiers., A long-lasting identification for digital objects, which allows for
those-digital objécts to be located even if they are moved or removed.

Personally Identifiable Information (PII); The terms “Personally Identifiable Information” or
“PH" shall include;. kit ave 1ot limited to, student data, metadsta, and yser or swdexit—genpramd
conterit obtained by reason.of the use of Provider’s software, website, service, or app, including
mobile apps, whether gathered by Provider.or provided by LEA or its users, students, or students®
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parents/guardians. PII includes Indirect Hentifiers, which is any information that, either alone or
in aggregate, woiild allow 2 reasonable person to be able to identify & student.to a redsonable
certainty, For purposés of this DPA, Personally Identifiable Information skall include fhe.

categories of information listed-in the definition of Student Data.

Pupil Records: Mesns both of the following: (1) Any information that directly relates to a pupil
that is maintained by LEA :and (2) any information gcquired directly from the pupil through the
use. of instructionial software or applications assigned to the pupil by a teacher or othier LEA
employee. For the purposes of this Agreement, Pupil Records shall be the same as Educational
Records, and Student Personal Information, ali of which are deeined Stident Data for the purposes

of this Agreement,

Service Agreement: Refersto the Contract or Purchiase Order to which this DPA suppleinents and
modifies.

School Offitial: Fot the purposes of this Agreement and pursuant to' 34 CFR 99.31 (B), a School
Official is a contractor that: (1) Performs an institutjonal service.or function for-which thie agency
or institution would otherwise use employees; (2) Is under the direct control of the agency or
Institution with:respect to the use and maintenance of education records; and (3) Is.subject to. 34
CFR 99.33(2) governing the use and re-disclosure of. personally- identifiable ifrforfuation from
student records, '

StudentData; Student Datd includes any data, whether gathered by Provideror provided by LEA
or its users, students, or students’ parents/guardiaris, that is descriptive of the student including, .
but not limited to, information in the student’s educational record or email, first and last name,

‘home address, telephone number, email address; or other information alfowing online contact,

discipline records, videos; testresults; special education data, juvenile dependency records, grades,
evaluations, criminal records, medical records, hexlth records, social security numbers; biometric-
informatios, disabilities, socioeconomic information, food purchases, political affiliations,
religious information text:miessages, docuinents, student identities, search activity, photos, voice:
recordings or geolocation information. Student Datd shall Sonstitute Pupil Records forthe purposes
of this Agreement, and for the purposes of federal laws and regulations, Student Data as specified
in Exhibit “B” is: confirmed to be collsoted or processed by the Provider pursuiant to the Services.
Student Data shall not constitute that information that has been anonymized or de-identified, or
angnymous usege data regarding a student’s use of Provider's Services. '

Student Generated Caontent: The term “Student Generated Content” means materisls or cotitent
created by a student during and for the purpose of education.ifichiding, but not limited fo, essays,
résearch reports, portfolios, creative writing; music or other andio. files, photographs, videos, and
account information that enables ongoing ownership of student contetit. '
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Student Personal Information: “Student Personal Infotmatior® means inforimation collected
through a school setvice that personally identifies an individual stadent or other information
collected and maintained about an individual student that is linked to information that identifies

an individual student, as identified by Washington Compact Provision 284,604,010, For purposes

of this DPA, Studerit Personal Information is referred to as Student Dats,

Subscribiag LEA: AnLEA that was niot party to the original Services Agteemeritand whoaccepis
the Provider’s General Offer of Privacy Terms,

Subprocessor: For the purposes of this Agreement, the term “Subprocessor” (sometimes referred
to as the “Subcontractor”) means a party other thad LEA or Provider, who Provider uses for data
collcction, analytics, storage, or other service to operate and/or imprave its software, and who has
‘access to Student Data,

Targeted Advertising: Targeted advertising means presenting an advertisement to a-student
Where the selection of the advertisernent is based on student information, stadent fécords or student
generated content or inferred over time:from the usage, of the Provider's-website, online service or
mobile application by such student or the rétention of such studerit’s online activities or rétuests
over'time,

Third Party: The term “Third Party” ineans a provider of digital educational software or services,
including cloud-based services, for the digital storage, managerhent, and retrieval of student
records. However, for the purpose.of this Agreement, the terin “Thitd Party™ when used to inidicate
the provider of digital educationa) software or services iszeplaced by the term “Provider.”
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DIRECTIVE FOR. DISPOSAL OF DATA

[Name or District or LEA]

(hereinaftey referred to ‘ds “LEA™) dirécts [Name of . Provider]

(hereinaftet referredtoas “Pravider”) to dispose of data obtained by Provider pursuant to the terms
of the Service’ Agreement betweén LEA and Provider. Unless modified by:separate agrecment
pursuant to.a pre-termination data disposal meeting as described in Asticie IV Saetion 5(c}, the

terns of the Disposal are set forth below:

Disposal shall be:

Disposal shall be by:

Data shall be disposed of
by the following date:.

. Partial. The categories of data to be
disposed of are set forth in-an attachrietit to
this:Directive.

Complete. Disposal éxtends to all
categories of data..

Destruction or-deletion of data.

— Trasisferof data. The data shall be
transferred-as set forth in an attachment to
this Ditective. F ollowing confirmation
from LEA that-data was Successfully
trarisferred, Providet-shall destroy or delete
Lellapplicable data. _

. AS so0n a< commercially practicable

— By (Insert Date)

[insert or attach special instructions, ]

.Authorized Representative of LEA

Verification of Disposal of Data
by Authorized Representative of Provider

Date

Date.
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EXHIBIT “E”
GENERAL OFFER OF PRIVACY TERMS

1. Offer of Terms

Provider offers the same privacy protections found in this DPA between it and Enumclaw School
District and which is date [Insert Date] to any other LEA (“Subscribing LEA”) who accepts this
General Offer though its signature below. This General Offer shall extend only to privacy
protections and Provider’s signature shall not necessarily bind Provider to other terms, such as
price, term, or schedule of Services, or to any other provision not addressed in this DPA. The
Provider and the other LEA may also agree to change the data provided by LEA to the Provider to
suit the unique needs of the LEA. The Provider may withdraw the General Offer in the event of:
(1) a material change in the applicable privacy statues; (2) a material change in the Services and
products subject listed in the Originating Service Agreement; or three (3) years after the date of
Provider’s signature to this Form. Provider shall notify ACPE in the event of any withdrawal so
that this /iﬁfdm\'la ion may be transmitted to the Alliance’s users.

ive Internet Technologies dba Finalsite

Provid;r‘sN
BY: \ Date: A/g {.”i,' ?U\.C:T
/

. Printed Name:Jim Calabrese Title/Position: Chief Finance Officer

2. Subscribing LEA

A Subscribing LEA, by signing a separate Service Agreement with Provider, and by its signature
below, accepts the General Offer of Privacy Terms. The Subscribing LEA and the Provider shall
therefore be bound by the same terms of this DPA.

Subscribing LEA Name: ~$rdiont Azl

i [ B,

Date: _?. /%. /4

Printed Name; zdla" 4:, &‘Z < Title/Position

TO ACCEPT THE GENERAL OFFER, THE SUBSCRIBING MUST DELIVER
T IGNED EXHIBIT TO THE PERSON AND EMAIL ADDRESS LIST D BELOW

Name; Jim Calabrese
Title: Chief Finance Officer
Email Address: jim.calabrese@finalsite.com
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